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Fraud, waste and abuse have been a concern in healthcare system due to the exponential increase 
in the loss of revenue, loss of reputation and goodwill, and a rapid decline in the relationship 
between healthcare providers and patients. Consequently, fraud, waste and abuse result in a high 
cost of healthcare services, decreased quality of care, and threat to patients’ lives. Its enormous 
side effects in healthcare have attracted diverse efforts in the healthcare industry, data analytics 
industry and research communities towards the development of fraud detection methods. Hence, 
this study examines and analyzes fraud, waste and abuse detection methods used in healthcare, to 
reveal the strengths and limitations of each approach. Eighty eight literatures obtained from journal 
articles, conference proceedings and books based on their relevance to the research problem were 
reviewed. The result of this review revealed that fraud detection methods are difficult to implement 
in the healthcare system because new fraud patterns are constantly developed to circumvent fraud 
detection methods. Research in medical fraud assessment is limited due to data limitations as well 
as privacy and confidentiality concerns. 
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1. INTRODUCTION 
The healthcare system is heterogeneous in nature 
because the care of a patient largely depends on 
multiple stakeholders such as physicians of diverse 
specialties, radiologists, pharmacists, nurses and 
laboratory technologists. The healthcare system is also 
data intensive in nature because the diverse 
stakeholders generate, store, retrieve and use data 
from diverse sources such as clinical data and 
insurance claims. Hence, the data generated by a 
healthcare provider is usually needed by another for 
decision making. Consequently, healthcare providers 
exchange information. This process and the nature of 
the data it contains which include insurance and 
payment information makes healthcare data 
susceptible to fraud, waste and abuse such as 
information theft. Furthermore, the voluminous nature 
of healthcare data, the enormous volume of money 
involved in the healthcare system as well as the 
inadequacy of surveillance and monitoring systems 
make the healthcare system attractive to fraud, waste 
and abuse [1]. Fraud, waste and abuse however have 
grievous consequences on healthcare system which 
makes it substantial to financial loss and also prevent 
healthcare providers from providing quality and safe 
care to legitimate patients [2]. Consequently, effective 
fraud, waste and abuse detection technologies are 
important for improving the quality of healthcare as 
well as reducing the cost of healthcare services [1]. 
Fraud detection typically involves identifying fraud as 
quickly as possible once it has been perpetrated [3]. 
Typical fraud detection methods used in the healthcare 
system include auditing strategies and data mining 
methods.  The basic advantages of fraud detection 
methods include automatic learning of fraud patterns 
from data, specification of fraud likelihood as well as 
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the identification of new types of fraud [1].  In spite of 
the significance of fraud detection methods, the 
detection of fraud, waste and abuse in the healthcare 
system still remains a challenge as new fraud patterns 
are constantly been developed to circumvent fraud 
detection methods [4]. In addition, not much academic 
attention has been paid to fraud, waste and abuse in 
healthcare due to confidentiality and privacy issues as 
well as the dynamic nature of fraud and changes in 
legislation over time [5]. Hence, the healthcare system 
is characterized by increased cost and low quality 
healthcare services. In view of this, this paper 
examines the methods of detecting fraud, waste and 
abuse in the healthcare system. This is with a view to 
revealing their strengths and limitations as well as 
identifying new areas for further research.  
The remainder of this paper is structured as follows: 
section 2 describes the research methodology; section 
3 summarizes the evidences from the selected studies, 
section 4 describes the strengths and limitations of the 
study while section 5 concludes the study. 
 
2. RESEARCH METHODOLOGY 
In general, the major goal of this study was to 
systematically identify, analyze, evaluate and interpret 
studies in fraud, waste and abuse detection methods 
in healthcare. This was with a view to obtaining 
enough evidences on the ways fraud, waste and abuse 
are committed in the healthcare system and the 
different techniques of fraud detection in healthcare. 
The 5-step approach proposed by Khan et al. [6] was 
adopted for this research.  The approach consists of 
five basic steps which are depicted in Figure 1. 
 
Figure 1: The research framework 
2.1.  Formulation of Research Questions  
The research problem was specified in clear, structured 
and unambiguous questions. This was with the view to 
summarizing evidences as regards the techniques for 
fraud, waste and abuse detection in healthcare. In 
view of this, the following research questions were 
formulated: 
 W
hat are the typical types of fraud, waste and abuse in 
healthcare? 
 W
hat are the consequences of fraud, waste and abuse in 
healthcare? 
 W
hat are the laws and policies that have been put in 
place to prevent fraud, waste and abuse in healthcare? 
 W
hat are the techniques used for the detection of fraud, 
waste and abuse in healthcare? 
 W
hat are the benefits and limitations of the techniques 
identified? 
 
2.2.  Identification of Relevant Studies 
An extensive search of relevant literatures was carried 
out. The goal of the literature search was to develop a 
comprehensive list of potentially relevant studies [7]. 
This was to ensure that the systematic review was 
comprehensive, thorough and objective. A wide range 
of studies were searched to identify primary studies in 
three scientific electronic databases namely CiteseerX, 
Science Direct and Google scholar. Furthermore, the 
Google search engine was searched for documents and 
WebPages that contained relevant references for the 
study. The keywords used during the search process 
were basically derived from the research questions. 
Some of the keywords include “healthcare fraud”, 
“healthcare abuse”, “fraud, waste and abuse in 
healthcare”, “techniques for fraud detection in 
healthcare”, benefits of fraud detection methods in 
healthcare” and “limitations of fraud detection 
methods in healthcare”. The search was with language 
restriction because the review focused only on 
literatures published in English Language. Hence, 
papers that were not written in English Language and 
that did not contain necessary information such as the 
year of publication and the names of the journals were 
excluded from the study. A total of 1545 studies were 
obtained from the search process. The potential 
relevance of each of the study was examined by their 
titles and at the end of this process 187 studies were 
selected for the study while 1358 papers were 
excluded from the review process because they did not 
have any direct link with the research questions. 
Furthermore, papers that were replicated in two or 
 
Assessing the Quality of Studies 
Formulation of Research Questions 
Identification of Relevant Studies 
Summarizing the Evidences 
Interpreting the Findings 
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more of the databases and the search engine were also 
excluded from the study. However, a version of such 
paper was kept aside for the review process. In order 
to minimize the risk of missing relevant literature, a 
manual search of the bibliographies of the selected 
papers was carried out. Thirteen papers that met the 
research objectives were realized from this exercise. At 
the end of this exercise, a total of 200 papers were 
selected for the review process. 
2.3.  Assessing the Qualities of the Studies  
The full papers of the 200 studies were analyzed in 
order to select the primary studies relating to fraud, 
waste and abuse detection methods in healthcare. The 
relevance and quality of each of the papers were 
assessed based on the following critical appraisal 
guidelines. 
 Are the objectives of the study related to the 
research? 
 Are the objectives clearly defined? 
 Are the techniques identified in the paper explicit? 
 Does the paper contribute to the body of industrial 
and research knowledge? 
The qualities of these papers were assessed in a 
blinded fashion by not putting into consideration the 
name of the journal, authors and the institutions [7]. 
The quality of the papers was also appraised based on 
the answers to each of the appraisal guidelines.  The 
study adopted the Likert scale as shown in Table 1 for 
scoring the responses to the criteria guidelines. This is 
because the Likert scale provides options for degree of 
opinions. Hence, the quality of a paper was determined 
by summing up the scores of the responses to the 
criteria guidelines using the Likert scale. The authors 
agreed that the qualities of the studies should be 
determined by considering papers with 50% score. 
 
 
Figure 2. The Paper Selection Flowchart 
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Table 1: The Likert scale used for the research 
Score Scale 




5 Strongly agree 
 
This process excluded 112 papers from the review 
process while 88 papers were eventually selected for 
the systematic review. Thirteen (13) papers were 
obtained from CiteSeer X, twelve (12) each from 
Science Direct and Google scholar while fifty one (51) 
papers were obtained from the Google search engine. 
Figure 2 shows the paper selection flowchart while 
Figure 3 shows the statistics of the selected papers 
from the electronic databases and the Google search 
engine after scrutiny. 
 
Figure 3: Number of Relevant Studies after Scrutiny 
 
3. RESULTS AND DISCUSSIONS 
This section summarizes the evidences from the 
selected papers in order to address the research 
questions. It also presents the overview of the selected 
studies as well as the answers to each of the research 
questions. The data related to each of the research 
questions were organized in a consistent and logical 
manner.  
3.1.  Overview of the Selected Studies 
Out of the eighty eight (88) selected papers, seventy 
two (72) were journal articles, one (1) was a book, 
seventeen (11) were conference proceedings, two (2) 
were white papers, and two (2) were post graduate 
theses. The percentages of the selected studies were 
depicted in the pie chart in Figure 4 and Figure 5 
depicts the number of publications obtained by their 
year of publications. The years of publication of the 
papers were between 1984 and 2016. This was 
because the earliest published paper amongst the 
selected papers was in 1984.  
 




Figure 5. Number of Papers by Years of Publication 
3.2.  Overview of Fraud, Waste and Abuse in 
Healthcare 
There is a clear distinction amongst fraud, waste and 
abuse, although these terms are usually used 
interchangeably. The Association of Certified Fraud 
Examiners (ACFE) defined fraud as the use of one's 
occupation for personal enrichment through the 
deliberate misuse or application of the employing 
organization's resources or assets [8]. Hence, fraud is 
a criminal deception, dishonesty, trick and the use of 
false representations to gain an advantage. Abuse can 
be viewed as the improper use or misuse of resources. 
Waste is the unnecessary or wrong use of resources. 
From the definitions above, it can be deduced that 
fraud, waste and abuse involve the improper or 
ineffective use of resources. However, the major 
distinction amongst these three terms is the intension 
behind the actions. The National HealthCare Anti-fraud 
Association [9] defines healthcare fraud as an 
intentional deception or misrepresentation made by a 
person or an entity with the knowledge that the 
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person or entity. Sparrow [12] classified healthcare 
fraud as hit-and-run and steal a little. Hit-and-run 
refers to the strategy in which a fraudster bills a 
healthcare organization and acquires large amount of 
money quickly and disappears before anyone realizes 
what happens. Steal a little involves the fraudulent act 
of billing a healthcare organization unnoticed over a 
long period of time. Healthcare fraud according to Li. 
J. [1] involves three basic parties. These include 
service providers such as doctors, hospitals and 
laboratories; insurance subscribers such as patients 
and patients’ employers; and insurance carriers such 
as   governmental health departments and private 
insurance companies.  The term abuse in the context 
of healthcare can be used to describe the problematic 
behavior of a physician or a healthcare organization 
that is not clearly against the law [10]. The National 
HealthCare Anti-Fraud Association (NHCAA) 
emphasized that healthcare abuse occurs when 
healthcare practices are inconsistent with sound fiscal, 
business or medical practices which results in 
unnecessary cost or reimbursement of services that 
are not medically necessary or that fail to meet 
professionally recognized standards [9, 13]. Waste 
refers to the consumption of healthcare services or 
practices carelessly or thoughtlessly.  Waste according 
to Humana [11] is not caused by criminally negligent 
actions, but by the misuse of resources. Figure. 6 
shows the distinction amongst fraud, waste and abuse. 
 
3.3. Types of Fraud, Waste and Abuse in 
Healthcare 
Thirty types of fraud, waste and abuse were identified 
from the selected studies. It was discovered from the 
studies that healthcare fraud encompasses a wide 
range of illicit practices ranging from identity theft, 
duplicate billing, kickback referrals to billing for medical 
services not rendered otherwise known as phantom 
billing. Table 2 shows the types of fraud, waste and 






Figure 6. Differences amongst Fraud, Waste and Abuse in Healthcare 
 
Table 2: Types of fraud, waste and abuse in healthcare 
Scheme Description Strategy Citations 
Medical Identity Theft 
This involves the stealing of healthcare 
providers or beneficiaries identification and 
using the information to submit fraudulent bills 
Fraud [14–18] 
Fictitious Practitioner 
This involves enrolling and submitting bills on 
behalf of fictitious practitioners 
Fraud [14–16, 19] 
Phantom Billing 
This involves the submission of claims for 
services not provided 
Fraud [17–25] 
Duplicate Billing 
This involves the submission of similar claims 
more than once 
Fraud 
Abuse 
[12, 15, 20, 
21, 26] 
Bill Padding 
This involves the submission of claims for 





This involves billing for a service with a higher 
reimbursement rate than the service provided 
Fraud 
Abuse 
[2, 14, 15, 
21, 22], 
Unbundling 
This involves the submission of several claims 
for various services that should only be billed 




16, 22, 27, 
28] 
Preventable conditions and 
avoidable care  
An example is the use of expensive resources 
during a patient’s care that could have been 
avoided with proper and usually less expensive 
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Scheme Description Strategy Citations 
Misrepresenting services with 
incorrect Current Procedural 
Terminology (CPT) codes 
This occurs when healthcare services are 
misrepresented by classification codes. 
Fraud [30] 
Altering claim forms for higher 
payments 
This occurs when medical claims are 
fraudulently modified in order to gain higher 
payment 
Fraud [30] 
Falsifying medical diagnoses 
or procedures to maximize 
payments 
This involves the falsification of information in 
medical records in order to maximize payment 
Fraud 
[2, 26, 20, 
30] 
Kickback 
This  is a form of negotiated bribery in which a 
commission is paid to the provider or patient 
as a quid pro quo for services rendered  
Fraud 
[2, 16, 20, 
22] 
Incorrect dates 
This includes reporting claims with incorrect 
dates that could be prior to or after the 




This is the issuance of invoices for medications 
without medical examination 
Fraud [22] 
Self-referral 
This involves referring patients to a clinic with 
which the referring physician has a financial 
relationship 
Fraud [2, 16] 
Doctor shopping 
Example involves a drug-seeking person who 
looks for another doctor that provides his 
desired prescriptions.  
Fraud  [16] 
Off-label promotion of drugs  
This involves the marketing of drugs that are 
not approved by the Food and Drug 
Administration. 
Fraud  [16] 
False negotiation frauds-in-
the-inducement. 
This arises when a healthcare provider makes 
false statements to induce the government to 
enter into a contract for services or supplies. 
Fraud  [16, 31] 
Using Wrong diagnosis 
These are caused by claims that are submitted 
for a service provided based on manipulated 
diagnosis 
Fraud [16, 32] 
Services rendered by 
unqualified personnel 
This is caused by care that are provided by 
people who do not have the credentials or 
license to actually perform that kind of care 
Fraud [16, 33] 
Lying about eligibility 
This involves misrepresenting information 
about patients in order to get insurance 
coverage  
Fraud [16, 33, 34] 
Reverse false claim  
This occurs when a care provider owes the 
government and does not pay it back on time  
Fraud [16, 35] 
Waiving co-payments 
This involves  an insurance plan  requiring co-
payments for certain services to incentivize 
patients in order to make appropriate cost 
minded decisions  
Fraud [16, 36] 
Performing unnecessary 
medical  services  
An example is recommending an ultrasound 
test for a muscle sprain without adequate 





This occurs when a patient colludes with his 
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Scheme Description Strategy Citations 
and to deceive the insurance company he is 
subscribed with 
Ghost employees 
This involves keeping deceased  individuals or 
fake employees on healthcare providers’ 
payroll  
Fraud [16] 
Bait and switch pricing 
This occurs when a beneficiary is led to believe 
that a drug will cost one price, but at the point 
of sale the beneficiary is charged a higher 
amount 
Fraud [17] 
Resale of drugs 
Beneficiary falsely reports loss or theft of drugs 




Beneficiary misrepresents personal information  
to illegally receive benefit 
Fraud [17] 
Dispensing expired or 
adulterated prescription drugs 
Pharmacies dispense drugs that are expired or 
have not been stored or handled in accordance 
with manufacturers’ requirements. 
Fraud [17] 
3.4.  Consequences of fraud, waste and abuse in 
healthcare system 
Table 3 shows the consequences of fraud, waste and 
abuse on the healthcare system. Fraud and abuse 
account for 3-10% of the annual expenditures of the 
United States healthcare [38]. Hence, the estimated 
cost of fraud and abuse ranges from $100–170 billion 
annually [19]. In addition to the huge financial loss, 
fraud hinders the healthcare system from providing 
quality care to legitimate beneficiaries [2]. 
3.5. Laws and policies guiding against fraud, 
waste and abuse in healthcare system 
A lot of laws and policies have been put in place to 
curb fraud, waste and abuse in healthcare. This is as a 
result of the high cost of healthcare services as well as 
the low quality of healthcare services delivered to 
patients. Table 4 shows the laws and policies that 
guide against fraud, waste and abuse in the healthcare 
system. 
 
Table 3: Effects of fraud, waste and abuse on the healthcare system 
Consequences Citations 
Huge financial loss to the government, service providers, insurance companies, patients  
and their employers 
[2, 14, 20, 39, 
40–61] 
Deny patients medically necessary services [20, 42, 62] 
Poses threat to the health and safety of individuals [20] 
Creates a paper trail of fictitious treatments that can adversely affect employment 
opportunities and deny consumers access to healthcare services 
[20, 63] 
Lack of quality care [42, 45] 
Results in services that  fail to meet professionally recognized healthcare standards [42, 62] 
Hinders patients from providing sufficient information to their healthcare providers [64] 
Results in low willingness of patients and healthcare providers to cooperate [64] 
Increases health insurance rates, making health care unaffordable [28] 
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Table 4: Laws and policies guiding against fraud, waste and abuse in the healthcare system 
Law Description Penalty Citation 
False Claims Act of 
1986 
This imposes civil and criminal liability on 
individuals who submit false claims to the 
government 
Violators are liable to a 
statutory penalty of 





It is an antifraud initiative designed to 
fight fraud and abuse in Medicare  
Violators are liable to fine [40] 
Anti-Kickback Statute 
(AKS)  
This does not allow individuals to induce 
services reimbursable by a Federal 
healthcare program 




The Health Insurance 
Portability and 
Accountability Act of 
1996 
This protects the privacy of an individual's 
identity and medical records 




Law (Stark Law)  
This prohibits a physician from making a 
referral for certain designated health 
service to an entity in which the physician 
has an ownership or a compensation 
arrangement unless an exception applies 
Fines, repayment of claims 
and potential exclusion 




Criminal Health Care 
Fraud Statute  
This prohibits individuals from executing a 
scheme in connection with the payment 
for healthcare services to defraud a 
healthcare benefit program 
Fines, imprisonment or 
both 
[54] 
Civil Rights of 
Institutionalized 
Persons Act of 1980 
This Act secures the rights of individuals 






This Acts allows consumers to  sue health 
insurers for damages under the federal 
racketeering law 
Fines  [20, 67] 
 
3.6. Fraud, waste and abuse detection methods 
in healthcare system 
There are two basic methods of detecting fraud in the 
healthcare system. These methods include the audit 
method and data mining techniques [43]. Auditing 
strategies according to Copeland [43] is the use of 
trained personnel to evaluate the processes in the 
healthcare system while data mining methods rely on 
large data sets to identify potential anomalies. The 
major limitation of the auditing strategy is that it is 
inaccurate, costly and time consuming [68]. Data 
mining methods are classified as supervised, 
unsupervised and semi-supervised methods [3]. 
Supervised methods require samples from both known 
fraudulent and non-fraudulent records so as to model 
the distinct characteristics of both fraudulent and non-
fraudulent records. The major advantage of 
supervised learning is that all outputs manipulated by 
the algorithm are meaningful to humans, and it can be 
easily used for discriminative pattern classification [3]. 
Supervised models however cannot detect new types 
of fraud because the models are created from past 
fraud strategies. In addition, it is expensive to hire 
medical experts to review large numbers of claims 
[22]. Unsupervised methods, on the other hand, do 
not require any prior knowledge of the relative 
legitimacy of the data and the data is unlabeled [43].  
Unsupervised methods for fraud detection in 
healthcare use technology to identify potentially 
fraudulent transactions, and then require the use of 
expertise to determine the legitimacy of those 
transactions [43]. These methods are more cost 
effective than supervised method and they can detect 
new types of fraud [2]. The semi-supervised methods 
combine the features of both the supervised and the 
unsupervised method. In other words, these methods 
make use of labeled data which are pre-identified and 
also evaluate unlabeled data during processing [69]. 
The semi-supervised method achieves better 
performance by utilizing both labeled and unlabeled 
data [22]. Extensive research has conducted for fraud 
detection in healthcare using the data mining 
approaches. Table 5 provides an overview of these 
techniques. 
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Table 5:  Fraud detection methods in the healthcare system 




It assigns data to a particular 
group based on the possibility 
that the data is in that group 
It gives room for approximate 






These are sets of interconnected 
nodes that imitate the 
functioning of the brain 
It learns data without the knowledge 
of potential data principles in advance. 
The input to neural networks is 
numeric and may be complicated with 






This  provides a graphic model 
of causal relationships on which 
class membership probabilities 
are predicted 
They are accurate and fast to train but 






It discovers groups and 
structures in the data that are 
similar without using known 
structures in the data 
It allows similar data to be grouped 
together which facilitates the easy 
identification of patterns in the data 
but provides less precision and not 






This involves the use of graphs 
and pictures that contains a lot 
of information and provides the 
user with useful patterns and 
trends. 
It detects trends and outliers which 
discovers irregularities in the data but 





This method detects outliers/ 
anomaly that are inconsistent 
with the remainder of that data 
set 
It has the potential to detect new 
fraud but outliers may occur due to 
erroneous recording of data 
[84–88] 
Link and Basket 
Algorithm 
   
 
4. STRENGTHS AND LIMITATIONS OF THE 
STUDY 
This study provides a systematic review of fraud, waste 
and abuse in healthcare. The study identified the 
different types of fraud, waste and abuse exhibited in 
the healthcare system and also provides a distinction 
amongst fraud, waste and abuse in healthcare.  The 
study identified the consequences of fraud, waste and 
abuse in healthcare as well as the policies and laws 
that curb fraud, waste and abuse in healthcare. Several 
techniques that have been used for detecting fraud, 
waste and abuse were also discussed in this study. The 
study also pointed out the benefits and limitations of 
each of these techniques. However, this study was 
limited to studies that were published in English 
Language. Hence, relevant studies published in other 
languages relating to fraud, waste and abuse in 
healthcare must have been exempted from the 
systematic review. 
 
5.  CONCLUSION  
The major goal of this study was to systematically 
identify, analyze and interpret studies on fraud, waste 
and abuse detection in healthcare. This was with a 
view to obtaining enough evidences on the diverse 
types of fraud, waste and abuse in healthcare, the 
consequences of fraud, waste and abuse in healthcare, 
the laws, policies and penalties of fraud in healthcare 
as well as the techniques for detecting fraud in 
healthcare. The study reviewed eighty eight (88) 
primary studies relating to fraud, waste and abuse in 
healthcare. It was discovered from the studies that 
there are a lot of fraudulent behaviors exhibited within 
the healthcare system in spite of the laws and policies 
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put in place to curb fraud, waste and abuse.  It was 
also discovered that quite a number of techniques are 
used to detect fraud patterns in healthcare. In spite of 
this, new fraud patterns are constantly been developed 
to circumvent these fraud detection methods. Hence, 
further research should focus on how the overall 
performance of each of the fraud detection techniques 
could be improved.  
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